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ABSTRACT

As mobile edge computing (MEC) is gaining attention as a core technology of 5G networks, edge Al technology of 5G
network environment based on mobile user data is recently being used in various fields. However, as in traditional Al
security, there is a possibility of adversarial interference of standard 5G network functions within the core network
responsible for edge AI core functions. In addition, research on data poisoning attacks that can occur in the MEC
environment of standalone mode defined in 5G standards by 3GPP is currently insufficient compared to existing LTE
networks. In this study, we explore the threat model for the MEC environment using NWDAF, a network function that is
responsible for the core function of edge Al in 5G, and propose a feature selection method to improve the performance of
detecting data poisoning attacks for Leaf NWDAF as some proof of concept. Through the proposed methodology, we
achieved a maximum detection rate of 94.9% for Slowloris attack-based data poisoning attacks in NWDAF.
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Table 2. Information on the main features of
the slowloris dataset

Main Information
features
Label (integer) Slowloris attack or not
Rate (float) Response rate per echo
request
(float) Source to Destination
SrcRate
packets per second
(float) total duration of aggregated
Sum
record
TotPkts (integer) Total transaction packet
count
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Fig. 3. Accuracy of test dataset and training
dataset
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Table 3. Comparison of classification performance according to feature selection
Type (# of features) Decision Tree Loglstyz SVM
Regression
ALL features (29) 0.917 0.789 0.801
Accuracy
proposed approach (4) 0.938 0.833 0.949
o ALL features (29) 0.920 0.725 0.636
Precision
proposed approach (4) 0.942 0.736 0.966
ALL features (29) 0.916 0.080 0.798
Recall
proposed approach (4) 0.938 0.251 0.773
- ALL features (29) 0.916 0.150 0.708
proposed approach (4) 0.937 0.375 0.859
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